Responsibility-value alignment in information security governance by Abdul Munir, Rufizah et al.
6/24/2019 Web of Science [v.5.32] - Web of Science Core Collection Full Record
apps.webofknowledge.com.ezproxy.um.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=19&SID=D1cebAEdGrIjlSBoqHM&… 1/3
Web of Science
Responsibility-Value Alignment in Information Security Governance
By: Munir, RA (Munir, Rufizah Abdul)
[ 1 ] 
; Talib, S (Talib, Shuhaili)
[ 1 ] 
; Molok, NNA (Molok, Nurul Nuha Abdul)
[ 1 ] 
; Ahmad, MR
(Ahmad, Mohd Ridzuan)
[ 2 ]
PROCEEDINGS 2018 INTERNATIONAL CONFERENCE ON INFORMATION AND COMMUNICATION TECHNOLOGY FOR THE
MUSLIM WORLD (ICT4M)
Book Group Author(s): IEEE
Book Series:  International Conference on Information and Communication Technology for the Muslim World
Pages:  150-155
DOI:  10.1109/ICT4M.2018.00036
Published:  2018
Document Type: Proceedings Paper
Conference
Conference:  International Conference on Information and Communication Technology for the Muslim World (ICT4M)
Location:  Kuala Lumpur, MALAYSIA
Date:  JUL 23-25, 2018
Abstract
This paper contributes by discussing the categorization of responsibilities of top management in information security to the
four (4) leadership characteristics in Islam as defined and showed by the Prophet Muhammad (PBUH). Contemporary
studies, mostly from the West explores the responsibilities of the top management in information security. However,
without binding the responsibilities to a specific set of virtue ethics, it will only become a set of tasks rather than
responsibilities. Therefore, based on the literature review, this paper introduces a conceptual model that describe the
categorization of management's responsibilities in information security governance to the four (4) Islamic leadership
principles-Truthfulness, Trustworthiness, Advocacy and Wisdom. This model allows researchers and practitioners to
understand and appreciate the accountability of top management in steering information security initiatives in their
organizations from Islamic perspective.
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